+1-805-230-1355 3 



IP LAW GRP 



P03 



JUL 07 '03 14:48 



\ 



CLAIMS^ 

y^lairr^(previously amended): A method of encrypting an electronic file in an application program 
running in a suitable environment for operating the program, comprising the steps of: 

a) issuing a change document command to act upon the file; 

b) intercepting the change document command; 

c) acquiring an encryption key value; 

d) encrypting the file using the encryption key value to create an encrypted file; 

e) completing the change document command by performing the change document 
command upon the encrypted file instead of the file; and 

f) invoking an option to initiate a virus scan program; 
wherein steps c) and d) further comprise the steps of: 

selecting an algorithm to use with the file from one of a plurality of encryption 
algorithms; 

selecting an encryption key with a key value; 

generating a file identifier from the encryption key, an algorithm identifier associated 
with the selected algorithm and a data identifier associated with the file; 
adding the file identifier to the file; and 
using the key value and the selected algorithm to encrypt the file. 

Claim^(previously amended): The method as recited in claim^Tcomprising the further step of 
running a virus scan program on the file before it is encrypted* 
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ClaiirJ^(previously amended): The method as recited in claim><comprising the further steps of 
selecting the file from within the contents of a second file that is larger than the file. 

Claim^Cpreviously amended): The method as recited in claim/9fcomprising the further steps of 
creating a third file from the second file wherein the third file contains the encrypted file and the 
portion of the second file that does not include the file. 

Claim ^(previously amended): The method as recited in claim ^wherein the encrypted file is 
located in a container. 

* t 

^ Claim ^(previously amended): The method as recited in claim wherein the algorithm is 

\S selected from the plurality of algorithms according to a pre-selected criteria. 

7 < 

Claim ^ (previously amended): The method as recited in claim^?f wherein the algorithm is 
selected from the plurality of algorithms according to a pre-selected algorithm. 

i ( < 

Claim ^ (previously amended): The method as recited in claim wherein the file identifier is 
inserted into the file according to a pre-selected criteria. 

Claim^(previously amended): The method as recited in claim ^ wherein the file identifier is 
inserted into the file according to a pre-selected algorithm. 

/<? / 
Claim ^"(previously amended): The method as recited in claun^ wherein there are plural 

encryption key values and at least one encryption key value is associated with the user. 

// /P 
Claim ^/(previously amended): The method as recited in claim £6\ comprising the further steps of: 
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requiring the user to submit to an access authentication step; and 
if the access authentication step does not authenticate the user, then skipping steps c) and 
d), but if the access authentication step does authenticate the user, then retrieving the encryption 
key value associated with the encryption key name and the user. 

^<5laim^r(previously amended): A method of decrypting an electronic file that is to be opened in an 
application program running in a suitable environment for operating the program, comprising the 
steps of: 

a) issuing an open document command to act upon the file; 

b) intercepting the open document command; 
\) c) retrieving a decryption key value; 

d) decrypting the file using the decryption key value to create an unencrypted file; 

and 

e) completing the open document command b^erf orming the open document 
command upon the unencrypted file instead of the file; and 

wherein steps c) and d) further comprise the steps of: 

selecting an algorithm to use with the file from one of a plurality of algorithms; 
selecting an encryption key with a key value; 
inputting a decryption key with a key value; 

validating the decryption key value with the key value associated with a file identifier; 
using the key value and the selected algorithm to decrypt the file; and 
invoking an option to initiate a virus scan program. 
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im 59 (previously amended): A method of decrypting an electronic file that is to be opened in an 
application program running in a suitable environment for operating the program, comprising the 
steps of: 

an open document command to act upon the file; 
intercepting the open document command; 
retrieving Vflecryption key value; 

decrypting the^le usjngthe decryption key value to create an unencrypted file; 



a) 
b) 
c) 
d) 



and 



e) completing the open <K>cument command by performing the open document 
command upon the unencrypted file instead of the file; and 
wherein steps c) and d) further comprise the steps of: 

selecting an algorithm to use with the filkfrom one of a plurality of algorithms; 
inputting a decryption key with a key value;\ 
validating the decryption key value with the key value associated with a file identifier; 
using the key value and the selected algorithm to tiecrypt the file; and 
running a virus scan program on the decrypted file. 




(previously amended): A method of encrypting and decrypting a file with one of a plurality of 
algorithms, comprising the steps of: 

selecting an algorithm to use with the file from the plurality of algorithms; 
selecting an encryption key with a key value; 
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generating a file identifier from the encryption key, an algorithm 
with the selected algorithm and a data identifier associated with the file; 
adding the file identifier to the file; , 

using the key value and the selected algorithm to encrypt the file and generate an 
encrypted file; 

uniquely identifying the encrypted file with an encrypted data identifier during 
encryption; 

y inputting a decryption key with a decryption kejj value; 

validating the decryption key value with the key value associated with the file identifier; 
using the key value and the selected algorithm to decrypt the file; and 
testing the encrypted data identifier after decryption by regenerating the encrypted data 
identifier and ascertaining that they are the same. 

'yi (previously amended) The method as recited in claim^comprising the further step of selecting 
the file from within the contents of a second file that is larger than the file. 

Ik) 

^ (previously amended) The method as recited in claim^wherein the encrypted file is placed m 
a container. 

^laimj^(currently amended): The method oo recited in claim 62, comprioing tfro Author atop of A 
method of encrypting and decrypting a file with one of a plurality of al gorithms, comprising the 
steps of: 

selecting an algorithm to use with the file from the plura lity of algorithms 

selecting an encryption key with a key value 
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g ^erfttin R a file identifier from the encryption key- an algorithm identifier associated 
with the selected algorithm and a data identifier ass ociated with the file 
adding the file identifier to the file 

using the kev value and the selected algorithm to encrypt the file and generate an 
encrypted file 

uniquely identifying the encrypted file with an encryp ted data identifier during encryption 
inputting a decryption kev with a dec ryption kev value 

valiHattrifl the decryption kev value with the kev value ass ociated with the file identifier 

using the kev value and the selected algorithm to dec rypt the file 

testin g the encrypted data identifier after decryption bv re generating the encrypted data 

identifier and ascertaining that thev are the same 

selecting the file from within the contents of a second file that is larger than the file 
creating a third file from the second file wherein the third file contains the encrypted file 

and the portion of the second file that does not include the file 
wherein the encrypted file is placed in a container . 

4 'i 

Claim M (previously amended): The method as recited in claim f5 % wherein the container is 
represented in the third file. 

Claim 65 previously amended): The method as recited in claim wherein the decryption is 
initiated with whatever method is appropriate to the way the file is represented in the third file. 

Clainf^(previously amended): The method as recited in claim £4; wherein the second file is 

recreated from the third file after the file is decrypted. 
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Claim^T(previously amended): The method as recited in claim^comprising the further step of 
running a virus scan program on the second file after it is recreated 

/Claim 68 (previously amended): A method of encrypting and decrypting a file with one of a plurality 
of algorithms, comprising the steps of: 

selecting an algorithm to use with the file from the plurality of algorithms; 
selecting an encryption key with a key value; 

generatmg a file identifier from the encryption key, an algorithm identifier associated 
\ with the selected algorithm and a data identifier associated with the file; 
adding the file identifier to the file; 
inputting a decryption key with a decryption key value; 

validating the decryption key value with the key value associated with the file identifier; 

and 

using the key value and the sew&ted algorithm to decrypt the file; 
wherein the file is located in a dockunem or image repository. 

/ Claim 69 (previously amended) : A method of ^rypting and decrypting a file with one of a plurality 
of algorithms, comprising the steps of: 

selecting an algorithm to use with the file frorfkthe plurality of algorithms; 
selecting an encryption key with a key value; 

generating a file identifier from the encryption key, ak algorithm identifier associated 
with the selected algorithm and a data identifier associated withN^ie file; 
adding the file identifier to the file; 
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1 asing the key value and the selected algorithm to encrypt the file and generate an 
encrypted file; 

sending the encrypted file from a first person to a second person over the Internet inane- 
mail message; 

inputting a decryption key with a decryption key value; 

validating^ decryption key value with the key value associated with the file identifier, 

and 

using the key vatae and the selected algorithm to decrypt the file. 

Claim 70 (previously amend\): The method as recited in claim 69, wherein the first person is the 
same as the second person. 



/dlaim71 (previously amended): A n^ethod of encrypting and decrypting a file with one of a plurality 
of algorithms, comprising the steps ofi> 

selecting an algorithm to use with^e file from the plurality of algorithms; 
selecting an encryption key with a key value; 

generating a file identifier from the encryption key, an algorithm identifier associated 
with the selected algorithm and a data identifier associated with the file; 
adding the file identifier to the file; 

using the key value and the selected algorithm t^ encrypt the file and generate an 
encrypted file; 

inputting a decryption key with a decryption key valiie; 
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^dating the decryption key value with the key value associated with the file identifier, 

and 

using the key value and the selected algorithm to decrypt the file; 
wherein a portion ofthVfile identifier is encrypted before it is inserted into the file. 

Claim 72 (previously amended): Tfe^hod as recited in claim 71, comprising the further step of 
decryption a portion of the file identifier before the decryption key value is validated. 

Claim 73 (previously amended): The method as recced in claim 72, wherein all of the file identifier 
is encrypted before the decryption key value is valida 

/ Claim^ (previously amended) : A method of encrypting and decrypting a file with one of a plurality 
of algorithms, comprising the steps of: 

selecting an algorithm to use with the file from the plurality of algorithms; 
selecting an encryption key with a key value; 

generating a file identifier from the encryption key, an algorithm identifier associated 
with the selected algorithm and a data identifier associated with the file; 
adding the file identifier to the file; 

using the key value and the selected algorithm to encrypt the file and generate an 
encrypted file; 

inputting a decryption key with a decryption key value; 

validating the decryption key value with the key value associated with the file identifier; 

using the key value and the selected algorithm to decrypt the file; 

invoking an option to initiate a virus scan program. 

10/22 



Received from<+1 805230 1355 > at 7/7/03 6:47:18PM [Eastern Daylight Time] 



+1-805-230-1355 



IP LAW GRP 



093 P12 JUL 07 '03 14:52 



|aim75 (previously amended): A method of encrypting and decrypting a file with one of a plurality 
of algorithms, comprising the steps of: 

seating an algorithm to use with the file fiom the plurality of algorithms; 
selecting an encryption key with a key value; 

generating a^jle identifier from the encryption key, an algorithm identifier associated 
with the selected algorifl^n and a data identifier associated with the file; 
adding the file identifier to the file; 

running a virus scan program on the file before it is encrypted; 
using the key value and the\elected algorithm to encrypt the file and generate an 
encrypted file; 

inputting a decryption key with a decryption key value; 
validating the decryption key value \^th th^key value associated with the file identifier; 

and 

using the key value and the algorithm to d^rypt the file; 

wherein a portion of the file identifier is encrypted before it is inserted into the file, 

/6laim 76 (previously amended): A method of encrypting ^file with one of a plurality of algorithms, 
comprising the steps of: 

selecting an algorithm to use with the file from the plu^ity of algorithms; 

selecting an encryption key with a key value; 

generating a file identifier from the encryption key, an algorithm identifier associated 
with the selected algorithm and a data identifier associated with the file 
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adding the file ideatifiVtQ^e 




uniquely identifying thefefidsvpted file with an encrypted file header. 

\ 

/Claim^(previously amended): A method of decrypting an encrypted file with one of a plurality of 
algorithms* comprising (he steps of: 

selecting an algorithm to use with the encrypted file from the plurality of algorithms; 
inputting an decryption key with a decryption key value; 

validating the decryption key value with the key value associated with a file identifier that 
was added to a file during an encryption process that created the encrypted file; 

using the key value and the selected algorithm to decrypt the file; 

testing the encrypted data identifier that is used to uniquely identify the encrypted file 
during the encryption process by regenerating the encrypted data identifier and ascertaining that 
they are the same. 

l 78 (previously added): A method of encrypting and decrypting a file with one of a plurality of 
algorithms^the method comprising the steps of 

selecting ah^lgorithm to use with the file from the plurality of algorithms 
selecting an encryjptnm key with akey value 

generating a file identifi^foj^the encryption key, an algorithm identifier associated 
with the selected algorithm and a daaid$ntifier associated with the file 
adding the file identifier to the file 

using the key value and the selected algorithnTto^encrypt the file and generate an 
encrypted file 
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Kling the encrypted file from a first person to a second person in an e-mail message. 





'Claim 79 (previously^ded): A method of encrypting and decrypting a file with one of a plurality of 
algorithms, the method comprising the steps of: 

receiving an encrypted file fi^ma first person by a second person in an e-mail message 
extracting a file identifier from the : 
inputting a decryption key with a decryption key value 

validating the decryption key value with a key\alue associated with the file identifier 
using the key value and the selected algorithm to dbqiypt the file. 



0. 



^/ h*prf. (New claim) Hie method as recited in claiir^Tcomprising the further step of running a 



virus scan program on the decrypted file. 
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